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List of Acronyms (Selected)
AuC - Authentication centre 
BSC - Base station controller 
BTS - Base transceiver station 
CS - Circuit switching 
CSFB - Circuit switched fallback 
DSP - Digital signal processing 
E-UTRAN - Evolved UMTS terrestrial radio access network 
EDGE - Enhanced data rates for global (GSM) evolution 
EIR - Equipment identity register 
eNB - Evolved node B 
EPC - Evolved packet core 
GERAN - GSM EDGE radio access network 
GGSN - Gateway GPRS support module 
GMSC - Gateway mobile switching centre 
GMSK - Gaussian minimum shift keying 
GPRS - General packet radio service 
GSM - Global system for mobile communication 
HLR - Home location register 
HSS - Home subscriber server 
LTE - Long term evolution 
MITM - Man in the middle 
MME - Mobility management entity 
MNO - Mobile network operator 
MO - Mobile originated 
MSC - Mobile switching centre 
MT - Mobile terminated 
Node B - UMTS base station (formerly a temporary name that stuck) 
OFDM - Orthogonal frequency division multiple access 
P-GW - Packet data network gateway 
PCRF - Policy and charging rules function 
PDN - Packet data network

PLMN - Public land mobile network 
PS - Packet switching 
PSD - Payment services directive 
PSDN - Public switched data network 
PSK - Phase shift keying 
PSP - Payment service provider 
PSTN - Public switched telephone network 
QAM - Quadrature amplitude modulation 
QPSK - Quadrature phase shift keying 
RAN - Radio access network 
RNC - Radio network controller 
RTS - Regulatory technical standards 
S-GW - Serving gateway 
SAE - System architecture evolution 
SDR - Software-defined radio 
SGSN - Serving GPRS support node 
SIM - Subscriber identity module 
SMS - Short message service 
SMS-SC - Short message service - service centre 
SS7 - Signalling System No. 7 
UE - User equipment 
UMTS - Universal mobile telecommunication system 
USIM - Universal subscriber identity module 
UTRAN - UMTS terrestrial radio access network 
VLR - Visitor location register 
VoLTE - Voice over LTE 
WCDMA - Wideband code division multiple access



Software Defined Radio

RTL-SDR $20 (NooElec) 
RX only

HackRF $300 
USB 2.0

bladeRF $420 - 1500 
USB 3.0

USRP N210 > $2000 
1 GigE

USRP B210 $1400 
USB 3.0



SDR as a Threat

DSP routines implementing an RF attack are indeed a 
piece of software, now. This can be shared, installed, and 
executed all around the world instantly with a very 
modest background. 

Just like any other exploit code.



GSM - Circuit Switching Infrastructure

[Yi, Chun, Lee, Park, and Jung, 2012]



GSM / EDGE Radio Access Network (GERAN) 
Downlink Spectrogram



GPRS - Adding the Packet Switching Domain

[Yi, Chun, Lee, Park, and Jung, 2012]



3G (UMTS) - Wideband* CDMA Radio, CS & PS 
Convergence

[Yi, Chun, Lee, Park, and Jung, 2012]*) referring to the channel bandwidth when compared to 2G



UMTS Terrestrial Radio Access Network (UTRAN) 
Downlink Spectrogram



4G (LTE/SAE) - Massive Broadband* OFDMA Radio 
with Evolved PS Core (no CS)

[Yi, Chun, Lee, Park, and Jung, 2012]*) referring to the big number of orthogonal sub-channels



Evolved UMTS Terrestrial Radio Access Network 
(E-UTRAN) Downlink Spectrogram



PLMN Threats

• Billing frauds 

- identity theft / impersonations 

• Privacy breach 

- user tracking 

- voice / data interception 

• Integrity violation 

- identity / data spoofing



The way we present research results



The way we really get them…



[Cox, 2014]



fall-back attack

[Cox, 2014]



fall-back attack

technology skip
[Cox, 2014]



2G/3G Attacks Playground

[Cox, 2014]



2G/3G Attacks Playground

mobile malware, SIM swap
[Cox, 2014]
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2G/3G Attacks Playground

mobile malware, SIM swap

passive/active RF attacks

SS7 “gadgets” abuse
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2G/3G Attacks Playground

mobile malware, SIM swap

passive/active RF attacks

SS7 “gadgets” abuse

fake BTS / femtocell hacking

combined threats

[Cox, 2014]



Further 4G Attacks

• …besides the forced fall-back [2016] 

• Exploitation of missing authentication in an ordinary CSFB 
from 4G to 3G/2G [2017] 

• User tracking and activity monitoring based on 
authentication key agreement protocol leakage in 4G/3G 
[2017] 

• …and we can expect more, because of the high interest 
combined with SDR-based easy access to E-UTRAN



Mobile-Terminated (MT) versus Mobile-Originated (MO)

• If any, we shall definitely stay with MT 
services (SMS reception, voice call answer) if 
we want to get at least “something” 

• MO-based checks (SMS sender, voice call 
originator) are far easier to spoof 

• Paris Hilton was already able to use a Caller ID 
spoofer in 2009

[Paris Hilton, 2012]



[The Guardian, 2016]



PSD2 RTS final report on draft EBA/RTS/2017/02



PSD2 RTS final report on draft EBA/RTS/2017/02



Android SMS Interception Trojan



S.A.S. Sidekick of a Mobile Banking Application

• Seek-And-Smash 

• This honest mobile 
application searches for 
the specific type of 
broadcast receiver that 
is potentially capable of 
SMS interception 

• When found, it issues a 
warning to the user 
suggesting the 
suspicious application 
removal



GERAN Vulnerabilities Review

• Passive interception 

- usable wherever A5/1 (or A5/2) is still employed 

- also possible with the help of SS7 key stealing gadgets 

• Active session hijacking with encryption suppression 

- paging channel race condition (usually 100 to 500 km2 
coverage) together with weak (re)authentication or SS7 
sidekick 

- fake BTS or a rogue femtocell

UTRAN (3G) 
compatible 

approach





Robust Approach to Active 2G/3G/4G MITM Attacks



[https://old.vestnikverejnychzakazek.cz/en-us/Form/Display/87840]

portable IMSI catchers 
delivery demanded

CZ ministry of interior

https://old.vestnikverejnychzakazek.cz/en-us/Form/Display/87840


[The Guardian, 2016]





Remember: One weak MNO to rule them all, … to find 
them, … to bring them all and in the darkness bind them



Conclusion

• We shall primarily consider any 2G/3G/4G or even the emerging 5G service to be 
just yet another computer network 

... so, being essentially a subject to the same bunch of threats and vulnerabilities as 
we know them from e.g. the internet domain 

• There is no end-to-end encryption, the “last mile” over-the-air protection is far from 
being ideal, and the mobile operators interworking is like TCP/IP in early ‘90s 

• Missing open Radio Access Network adapters together with obscure SS7 
infrastructure used to keep a lot of elite network hackers apart 

... now, software-defined radios bring affordable RAN adapters and SS7 
access nodes can be rent for a few hundreds of EUR 

... we shall expect those formerly theoretical attacks will become a practical hacking 
routine soon and a lot of new vulnerabilities will probably be discovered



Stay Tuned 
Spy Bugs - Principle, Detection, Counter-Detection
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