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The Two Flavors of Quantum-Resistant Mechanisms
• Cryptographic protocols based on quantum mechanics laws 

- Quantum Key Distribution (QKD), for instance 

- unconditionally secure, provided everything in the whole scheme is 

- speed versus distance limits 

- cloud limits or even impossibility 

- not every classical scheme has its practical quantum variant, e.g. signatures 

- security authorities NSA, BSI, NCSC, ANSSI stay highly reserved at this moment 

• Classical algorithms for classical computing platforms 

- post-quantum cryptographic suites 

- recommended widespread approach and our main topic here



The Algorithmic Approach of PQC

Traditional cryptosystems Purpose PQC Replacements

Integer factorization RSA

Crystals-Kyber 
(ML-KEM, FIPS 203)

Learning with errorsDiscrete logarithm
ElGamal

DH
Elliptic curve discrete logarithm ECDH

Integer factorization RSA Crystals-Dilithium 
(ML-DSA, FIPS 204) Learning with errors 

Short integer solution
Discrete logarithm DSA Falcon 

(FN-DSA, FIPS 206)*

Elliptic curve discrete logatithm ECDSA SPHINCS+ 
(SLH-DSA, FIPS 205)
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*) FIPS 206 draft is was “… planned for late 2024.”



Retroactive Cryptanalysis - Mosca’s Inequality

• X is the relative time the information asset 
must remain secure 

• Y is the relative migration time to a safe 
algorithm 

• Z is the relative time left until effective 
cryptanalytic tool for the former method is 
available

X + Y < Z



— Schmeh, K.: Post-Quanten-Kryptografie  
verständlich erklärt, 2022

Note this is just an illustration, as especially in 
2D we have the Gauss reduction algorithm 
for finding a good basis from a bad one.

Usual illustration of a discrete subgroup of a 
real Euclidean vector space (called lattice), 
featuring the good and the bad basis.



Lattice-Based Encryption - Geometric Illustration
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There is just one slight caveat in there...



... this is NOT how ML-KEM is constructed



LWE Gate - General Definition

λ

Ω

ε

α β

Ω × α + ε = β

Standard-LWE

Ring-LWE

Module-LWE

λ0

λρ

λμ

Ω ∈ 𝔽 n×m
q = ℤ n×m

q

α ∈ 𝔽 m
q

β, ε ∈ 𝔽 n
q

Ω ∈ Rq = ℤq [x]/⟨xn + 1⟩
α ∈ Rq

β, ε ∈ Rq

Ω ∈ R n×m
q , Rq see above

α ∈ R m
q

β, ε ∈ R n
q



LWE Gate - Security Arguments

λ

Ω

ε

α β

Ω × α + ε = β

Standard-LWE

Ring-LWE

Module-LWE

λ0

λρ

λμ

β indistinguishable from u ← [ℤ n
q ]

in particular, β ↦ α is hard

β indistinguishable from u ← [Rq]
in particular, β ↦ α is hard

β indistinguishable from u ← [R n
q ]

in particular, β ↦ α is hard



Daring to be Like Diffie-Hellman...

Ω × α + ε ga mod pversus



Adjoint instead of Abelian Group

⟨A ⃗v, ⃗w⟩ = ⟨ ⃗v, AT ⃗w⟩

(ga)b mod p = (gb)a mod p

versus



Module-LWE Encryption Scheme 
setup phase

λμ

A

⃗e1

⃗s ⃗t sk:  ⃗s ← [β1]m

⃗e1 ← [β2]m

pk: A ← R m×m
q , Rq = ℤq [x]/⟨xn + 1⟩

pk:  ⃗t = A ⃗s + ⃗e1

we set m = n, for the general LWE gate



Module-LWE Encryption Scheme 
encryption/decryption of n-bit messages

λμ

AT

⃗e2

⃗c1

λμ

⃗t T

e3

⃗r

λμ

⃗sT

0

encode

+
c2

sender receiver

μ ∈ {0,1}n

⃗c′￼1

c′￼2

+− decode
μ′￼

A ∈ R m×m
q , Rq = ℤq [x]/⟨xn + 1⟩

⃗s ∈ R m
q , ⃗e1 ∈ R m

q , e2 ∈ Rq

⃗t ∈ R m
q



• Fujisaki-Okamato extension to convert 
IND-CPA scheme to CCA2 secure one 

• Number Theoretic Transform for faster 
ring operations 

• Mandatory and recommended security 
checks 

• Key and ciphertext data length 
optimizations 

• Precise definition of the three parametric 
ML-KEM schemes based on M-LWE 

- Module Lattice refers to lattices 
corresponding to certain R-modules

[https://doi.org/10.6028/NIST.FIPS.203]

https://doi.org/10.6028/NIST.FIPS.203


n ~ polynomial degree, k ~ module vector dimension



Module-LWE/SIS Signature Scheme 
setup phase

λμ

A

⃗s2

⃗s1 ⃗t sk:  ⃗s1 ← [β1]l, ⃗s2 ← [β1]k

pk: A ← R k×l
q , Rq = ℤq [x]/⟨xn + 1⟩

pk:  ⃗t = A ⃗s1 + ⃗s2

the noise vector  ⃗s2  is a part of the secret private key; it governs Aborts in Fiat-Shamir later on



LWE Gate from the SIS Viewpoint

homogeneous case inhomogeneous case

The homogeneous and inhomogeneous problems are essentially equivalent for typical params. 
[Peikert, https://ia.cr/2015/939]

λ

Ω

ε

α βλ

Ω

ε

α 0

Ω′￼× [α
ε] = 0 Ω′￼× [α

ε] = β ≠ 0

Ω′￼ = [Ω ∥ I]

https://ia.cr/2015/939


LWE or SIS - Heuristic Arguments

• Are we searching for the particular solution that we know it exists and that was used to setup 
the problem by opponent? The noisy vector is primarily just an obstacle. 

- we view the solution as a short coordinate vector for a lattice 

- we apply Bounded-Distance-Decoding to find the solution 

• Or, are we searching for “something like this” instead, without any a priori hint anything like this 
was used to setup the problem by opponent? The noisy vector is a natural part of the solution. 

- we view the solution as a certain short lattice vector directly 

- we apply a sort of a Short-Vector-Problem to find the solution

LWE

SIS

Up to a scaling factor, the lattices mentioned for LWE and SIS are duals of each other. 
[Peikert, https://ia.cr/2015/939]

https://ia.cr/2015/939


Module-LWE/SIS Schnorr-Fiat-Shamir Signature Scheme 
signature generation/verification

λμ

A

c

⃗y

λμ

0

HighBits

h(a, b)

⃗z

signer verifier

μ ∈ {0,1}m

−
∙⃗s1

+

a
b

c′￼

⃗z′￼

aborts and rejections omitted for clarity

A ∙

+

⃗t

HighBits

?=

h(a, b)
μ′￼

result ∈ {yes, no}0

b

a

⃗w1

⃗w1 … commitment
c … challenge
⃗z … response

pk:  ⃗t = A ⃗s1 + ⃗s2



• Fiat-Shamir with Aborts extension 

• Rejection sampling to minimize private 
key leakage - transcript attack 

• Number Theoretic Transform for faster 
ring operations 

• Key and signature data length 
optimizations 

• Precise definition of the three parametric 
ML-DSA schemes based on M-LWE and 
M-SIS 

- Module Lattice refers to lattices 
corresponding to certain R-modules

[https://doi.org/10.6028/NIST.FIPS.204]

https://doi.org/10.6028/NIST.FIPS.204




FALCON

• Fast Fourier Lattice-based COmpact signatures over NTRU 

• Its goal is to minimize  

- FALCON-512: 897 + 666 bytes = 1563 bytes (secret key: 1281 bytes) 

- FALCON-1024: 1793 + 1280 bytes = 3073 bytes (secret key: 2305 bytes) 

• Chosen for standardization in NIST PQC standardization process 

- FIPS 206: FN-DSA ~ FFT over NTRU-lattice based Digital Signature Algorithm 

- ETA: 2024H2 (well... perhaps later)

PublicKey + Signature



FALCON Signature Scheme in Nutshell

• Based on hash-and-sign Gentry, Peikert, and Vaikuntanathan (GPV) framework 

• Employs: 

- NTRU lattices with compact polynomial-generated bases 

- Fast Fourier (trapdoor) sampling 

• In spirit, we can see similar optimizations as with module-lattice schemes



GPV Key Setup

• Framework for lattice-based signatures 

• Public key: full-rank matrix , , generating lattice  

• Private key: short matrix , generating orthogonal q-ary lattice  

- for any  and , we have  

- in particular and equivalently 

A ∈ ℤ n×m
q n < m Λ

B ∈ ℤ m×m
q Λ⊥

q

⃗x ∈ Λ ⃗y ∈ Λ⊥
q ⟨ ⃗x, ⃗y⟩ ≡ 0 (mod q)

B × AT ≡ 0 (mod q)



GPV Signature Definition, Verification, and Generation

• For a message , the signature is , such that  and  is short 

• Signature verification: straightforward 

• Signature generation: 

- find arbitrary , such that  

- solve (approximate) Closest Vector Problem with respect to  to find  close to  

- the signature is ; note that this way  shall be small 

- proof: , while  is short (cf. above)

μ ⃗s ∈ ℤm
q ⃗sAT = H(μ) ⃗s

⃗s0 ⃗s0AT = H(μ)

B ⃗v ∈ Λ⊥
q ⃗s0

⃗s = ⃗s0 − ⃗v ∥ ⃗s0 − ⃗v∥

⃗sAT = ⃗s0AT − ⃗vAT = ⃗s0AT − 0⃗ = ⃗s0AT = H(μ) ⃗s



Vulnerabilities we went through before and probably will go again

• Implementation faults, for instance: 

- faulty encryption/decryption 

- faulty signature generation/verification 

• Computational faults 

- such as were RSA-CRT vulnerabilities 

• Side channels 

- sensitive data leakage



NTT - Number Theoretic Transform

• Specialized discrete Fourier transform to speed up multiplication in certain rings of convolution 
polynomials 

• Can be also interpreted as a sort of Chinese Remainder Theorem machinery 

• Is a vital core of LWE based algorithms ML-KEM and ML-DSA 

• Is a fruitful target of fault and side channel attacks

— NIST FIPS 203: ML-KEM, August 13th, 2024



Floating Point FFT in FALCON (FN-DSA)

• Automatic offloading of sensitive computation to a Floating Point Unit (FPU) 
naturally invokes side-channels that are uneasy to predict and prevent

[Falcon: Fast-Fourier Lattice-based Compact Signatures over NTRU, v1.2] 



FALCON FAILCON?



Well, that was the easy part, now comes... 
the real IT
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Tasty Low-Hanging Fruits
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